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*** START OF CHANGES ***
*** CHANGE 1 ***

6.1.1.1.1
Overview

The protection of one-to-many V2X communication proceeds as shown in the figure below. 
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Figure 6.1.1.1.1 – Overview of Authorisation for V2X communication
0a or 0b: If needed the UE could be configured with any private keys, associated certificates or root certificate that they may need for contacting the Temporary ID Management Function to allow the keys to be kept secret from the operator. If none are provided, then the USIM credentials are used to protect that interface. The UE may also be pre-configured with the address of the Temporary ID Management Function. 

NOTE 1: The Temporary ID Management Function and V2X KMS or Certification Authority (CA) are shown as a separate logical entity to allow the network operator to provision the radio level parameters and a 3rd party, e.g. V2X service Provider, to have control over provisioning the keys. If such a separation is not needed then the Temporary ID Management Function and V2X KMS or Certification Authority may be deployed as parts of the V2X Control Function.

NOTE 2: The Temporary ID Management Function handles application IDs and has no impact on 3GPP network layer identities.

1a or 1b: The UE fetches the one-to-many communication parameters from the V2X Control Function. As part of this procedure the UE gets a list of services offered by the operators and affiliated service provider and is informed whether bearer layer security is needed for this service.  In addition, the UE may be provided with the address of the Temporary ID Management Function, and that of V2X CA or KMSs that it uses for obtaining keys for a specified service.

2a.i or 2b.i: The UE sends the Key Request message to the Temporary ID Management Function including UE ID, a Service ID (for broadcast services) for which it wants to fetch security credentials and UE V2X security capabilities (including the set of V2X security methods the UE supports). In case of UE security credentials provisioning with certificate, the Key Request message also includes a self-signed cert issued by the UE (Details are in Clause 6.1.1.1.1.2)
2a.ii or 2b.ii: The Temporary ID Management Function checks whether the security methods is supported by the UE according to the UE V2X security capabilities, i.e. whether one the required security methods  is included in the set of V2X security methods the UE supports.

2a.iii or 2b.iii: If the check of step 2a.ii or 2b.ii is successful for a Service ID, then with the help of V2X Control Function and CA or KMS, the Temporary ID Management Function completes the processes of Service ID authorization confirmation and security credential generation. Section 6.x.1.1.1.1 and 6.x.1.1.1.2 describe the detailed protocol message exchanges for confirming Service ID authorization and provisioning UEs with security policy and credentials for identity and certification based authentication & encryption respectively. If the check of step 2a.ii or 2b.ii is failed, then go to step 2a.iv or 2b.iv directly.

2a.iv or 2b.iv: The Temporary ID Management Function returns the Key Response message to the UE. If the check of step 2a.ii or 2b.ii is successful for a Service ID, this message contains Service ID, the selected V2X security method identifier, and the provisioning security credential / policy. Otherwise, this message contains an indicator of algorithm support failure as the UE does not support the required algorithm.
3a or 3b: The UE uses the provisioned security credential / policy to send / receive protected messages to / from another UE. 

<<< cut here >>>

Note to editor:  The text continuous as in TR with subclause 6.1.1.1.1.1 

*** CHANGE 2 ***

6.8.2.2
Security procedures for data transfer to the UE

This subclause describes procedures for protecting data transfer between UE and V2X Control Function (called the network function in the below procedures). 
For UE initiated messages, the procedures specified by clause 5.4 of TS 33.222 [24] shall be used with the following addition. The network function may optionally include an indication in the PSK-identity hint in the ServerKeyExchange message over the Ua interface to inform the UE of the FQDN of the BSF with which the UE shall run the bootstrapping procedure over the Ub interface as specified in TS 33.220 [25] to provide the key material for establishment of the TLS tunnel. When performing such bootstrapping with the indicated BSF, the UE and BSF shall use the provided FQDN as the BSF Identity in all places, e.g. forming the B-TID. If there is no such indication, the UE shall perform the bootstrapping with the BSF at the address given in TS 23.003 [26].
The UE may also hold a B-TID, Ks and other associated material from bootstrapping runs with different BSFs simultaneously. 

A network function that implements the NAF functionality (cf Annex B.2 or Annex B.3) shall request USSs from the BSF when requesting the Ks_(ext/int)_NAF key and the network function shall check in the USS if the USIM is authorized to be used for V2X services. If the authorization in the network function fails, then the network function shall release the PSK-TLS connection with the UE. Otherwise (cf Annex B.4) the retrieval of authentication vectors and authorization of the V2X UE shall be performed using the PC4a interface instead of the Zh interface. If the V2X Control Function does not have a unused Authentication vector associated with the V2X UE, the V2X Control Function shall request one Authentication Vector from the HSS over the PC4a interface. V2X Control Function shall always indicate to the UE, in the Ua message carrying the ServerKeyExchange of the PSK-TLS handshake, that the Ks_NAF key shall be used to bootstrap the PSK-TLS security on the PC3 interface, by setting the psk_identity_hint field to a static string "3GPP-bootstrapping".

NOTE 1: Annex B describes the possible network options for PC3 security. The UE behaviour remains the same regardless of the network option used.

NOTE 2: When the termination points of both the Ua and Ub interfaces reside in the network function then the implementation of the Zn interface is an operator decision. However, if the operator considers deploying a stand-alone BSF for use by the network function, then the operator should use the canonical BSF name from TS 23.003 [26] and the Zn interface should be available in the network function already from the start although it would only be used internally to the network function until a stand-alone BSF was deployed. Otherwise, implementation changes to the network function will become necessary at the time of introducing the stand-alone BSF.

For network-initiated messages one of the following mechanisms shall be used:

-
If a PSK TLS connection has been established as a part of a pull message and is still available, the available PSK TLS session shall be used.

-
Otherwise, PSK TLS with GBA push based shared key-based mutual authentication between the UE and the network function shall be used. GBA push is specified in TS 33.223 [27]. The network function (pushNAF) shall request USSs from the BSF when requesting a GPI, and the network function shall check in the USS if the USIM is authorized to be used for V2X services. If the authorization in the network function fails, then the network function shall refrain from establish PSK TLS with GBA push.

NOTE 3: If a TLS connection is released, it can only be re-established by the client, i.e. UE, even though the TLS session including security association would be alive on both sides. TLS connection, in turn, is dependent on the underlying TCP connection.

.   
*** CHANGE 3 ***

6.13.4
Evaluation

void
*** END OF CHANGES ***
